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Understanding the High Risk Fraud Environment

Siemens won lemency Satyam allegations revealed
Fine could have been b s $1bn fraud at India IT group

much higher without Bhe
firm’s cooperation -

ng Assistant Attorney General Matthew Friedrich, center, discussed the
nens plea agreement Monday.

Carrefour supervisors prosecuted
Eight supervisors of Carrefour

stores in Beijing received jail

sentences of one to five years

on Monday, for taking bribes
from suppliers.

Seven worked in the meat-procurement depariments of the
stores and one at the Carrefour Beijing City Commission Unit, a
purchasing and operations department.

The Chaoyang District People's Court heard they took bribes
from two suppliers from May 2005 to July last year, to promote

Lloyds TSB will pay fines InvestorsffrushSt(())bassless their (%}l(lp(:]ssure
[ o : A ’ n
to settle with U.S. officials t© Madeft’s #30bn losses on

“It's only when the tide goes out that you learn who's been
swimming naked.”
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Understanding the High Risk Fraud Environment
Economic Downturn Fuels Fraud
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A slowing economy may increase pressure on companies to meet
short-term performance goals
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Fraud Theories

Reward Risk Equation

“Average armed robbery nets US$65,000 with an 82%0
probability of being caught.”

"Average fraud nets US$685,000 with a 2% probability of being
caught.”

Association of Certified Fraud Examiners
Newsletter
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What is Fraud?

Fraud refersto an intentional act by one or
mor e individuals among management,
Involving the use of deception to obtain an
unjust or illegal advantage.

The Hong Kong Society of Accountants Handbook of
Statement of Auditing Standards 110
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Occupational Fraud & Classification System

Asset Fraudulent
Misappropriation Statements

. Cash/
Bribery RO Non-cash ety
Extortion Larceny Financial

Conflicts of lllegal

Interest Gratuities

Fraudulent
Disbursem
ent

6 ©2009 Deloitte & Touche Financial Advisory Services Limited | Private and Confidential



Why People Commit Fraud?

Opportunity
- Belief that no one will notice

Fraud

Trlangle Rationalization
- I'll pay it back
- Other people are doing it
-They don’t pay me enough

Pressure
- Personal debt
- Unforeseen expenses

New dimension to the Fraud Triangle due to the economic downturn:
“widespread sense of alienation and disenfranchisement, driven largely
by the “layoff culture” and further fueled by the accelerated disappearance
of healthcare, pension and other benefits ... foreign outsourcing of both hourly
and salaried jobs ... and increasingly stressful workloads."??

ACFE, “The New Fraud Triangle: Another Dimension in Employee Fraud Motivation”, July 2008,
http://www.acfe.com/newsletters/fraud-examiner.asp?copy=july08-goldmann-column
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Fraud Theories

What every person asks themselves

1. Is it more than what my job is worth?

2. WIill I get caught?

3. Is it right or wrong?
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Fraud Theories

Profile of a fraudster:

 Male

 Postgraduate degree

* Risk taker

10+ years with company
* High income

 Hard worker

 Greedy

* Financially needy

* Big spender

« Accounting department
 Knowledge of controls
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Fraud Statistics: ACFE Report 2008

Breakdown of All Occupational Fraud Schemes — Frequency’

Corruprion N 75:9%

Billing

Skimming
Mon-Cash
Check Tampenng

Expense Reimbursement

Cash on Hand
Fraudulent Statements

Type of Scheme

Cash Larceny
Payroll

Reqister Disbursement

15% 20% 25% 30%

Percent of Cases
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Fraud Statistics: ACFE Report 2008

Breakdown of All Occupational Fraud Schemes — Median Loss

Fraudulent Statements $2,000,000
Corruption [ &3 |

Check Tampering [N $138,000
Billing [Tl $106.000 |

Non-Cash [N $100.000

Skimming [ $80,000

Cash Larceny [J-$75.000

Payroll [ 549,000

Cash on Hand [l$35.000

Expense Reimbursements |]-51‘5-990 ' ' '
Register Disbursements I[IEE-EW
50 £500,000 $1,000,000 51,500,000 52,000,000

Median Loss

Type of Scheme
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Fraud Statistics: ACFE Report 2008

Initial Detection Method by Organization Type®

Not-for-Profit
Tip

By Accident

N 13.2%

: il

26.8%
Government

Internal Controls

Type of Detection

External Audit

0% 10% 20% 30% 40% 50% 60%

Percent of Cases
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Fraud Statistics: ACFE Report 2008

Percent of Tips by Source®
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Transparency International Corruption
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Fraud Investigation

Elements of Investigation
(A) Books and Records,

(B) Interviews,

(C) Computer Forensics, and

(D) Business Intelligence.

Professional Skepticism should be exercised throughout the investigation

Books and

Interviews
Records

Computer Business
Forensics Intelligence
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Fraud Investigation
Computer forensics imaging

Computer forensics goes beyond normal data collection and preservation

techniques available to end-users or system support personnel and is used for
the recovery, authentication and analysis of electronic data

Results

Assist in identifying, isolating, reporting and predicting
possible financial irregularities

Search for evidence of malfeasance, such as:
@ information deletion,

@ policy violations or

@ unauthorized access from electronic media preserving
the chain of evidence.

16

©2009 Deloitte & Touche Financial Advisory Services Limited | Private and Confidential



Fraud Investigation

Books and records

— Financial statement analysis

—Journal entries

— Related entries

— Supporting documentation, e.qg. fapiao

— Employees involved

— Third parties involved

— Non-financial business data, e.g. correspondence
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Fraud Investigation

Analysis Methods

Trend Analysis

— Data analytics . Revenue Trend

— Trend analysis
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Fraud Investigation

Most frequent fraud with cash / purchase
- Counterfeit invoice

Identification
Tax bureau Fapiao Verification Hotline

When not sure if the fapiao is counterfeit, please dial

wonir- L2300

and key in the fapiao number and cipher for verification.

20 ©2009 Deloitte & Touche Financial Advisory Services Limited | Private and Confidential



Fraud Investigation

Most frequent fraud with cash / purchase
-Counterfeit invoice

Most local tax bureaus have also
incorporated a fapiao verification | | maw |
function on their websites. P —
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; . }ﬁgi]ﬁ \"ibi&#im‘uﬁﬂé’\i%ﬁ:%’é‘& ﬂﬁéﬁqﬁ)\aﬁff%ﬁﬁﬁﬁgﬁk, fE%iﬁﬁfé%Wﬁ, E
E.g. on the website of Shanghai o e e il e el
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for fapiao verification: ﬁglm =
BAiTE
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http://www.csj.sh.gov.cn/wsbs/ticke @ e
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Fraud Investigation

Business Intelligence

Public Records Searches Background Enquiries

¢ Articles of incorporation e Criminal history

e Directors e Credit history

e Related parties e Reputation

e Corporate affiliations e Search for or verification of
e Assets licensing/professional

e Bankruptcies disciplinary actions/education

e Civil litigation e Regulatory sanctions/watch

e Liens/judgments et

e Depends on jurisdiction * HR files, family connections

22 ©2009 Deloitte & Touche Financial Advisory Services Limited | Private and Confidential



ABC Inc.

Fraud Investigation

Visual investigative analysis

Summary of Relationships

DRAFT

PRIVATE & CONFIDENTIAL

Company A \

/w":E

Sisker-in-law

Legal Representative

Leqal Representativeff—
e
John Smith

Company B
N Tl
Recruitment Ad
wiy, joben, comyPersonfiCompanyPosition, jspfPosId= 1234567
Femarks: 8. Chen is the contact person of the company o
but using Company O's email address ]
A, Huang
3 Supervisar
Supplier investment proportion: 10% Husband
Supplier Legal Representative and Executivg Director
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investrent proportion: 90%%

Company C
Manager

|
/ M. Wu

General Manager Finance Manager

,//////

Recruitment Ad

Sister |

™
v —|—Legal Representative
iy

| Legal Representative

|
n |
|
|

Manager
irdestment proportion: 10%

Company F

Contact person

Company D

wieny, purnat ket comfhuangyeshow, aspfid=216

Rematks: B, Chen was the contact person of Company D and
her pickure was Found on the website of Company D

investment proportion: 90% —3upervisor

Company E

Mark Chen

ABC Inc.

£
Fernale fale
Office eb Site

Infarmation given by clisnt

Comfirmed relationships
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Fraud Investigation

Interview Techniques b

Objectives: Information gathering / Interrogation?
= Totally different approaches

Basic principles:-

e Always prepare for the interview (Prepare and read through
Interview folders)

e Select appropriate venue to conduct the interview
e Timing is crucial = premature interview = poor outcome

e Interviewee tends not to talk if he feels the interview knows
little about the case

e Opening - build up rapport with interviewee

e Get the interviewee talking - listen more rather than talk
more
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Fraud Investigation

Interview Techniques

Basic principles:-
e Observe body language / non-verbal communication

e Ask open questions to elicit information (Leading questions
are only for those answers that you already known to save
Interview time (e.g. background information)

e Be interactive with the interviewee - ask follow up
questions based on answers given to reveal more information

e Use of soft words can decrease interviewees’ resistance to
persuasion, e.g. take vs steal, review vs investigation

e Be ready for different outcomes - what is the next course of
action if other personnel implicated etc

e Prepare the interview note asap after the interview while
your memory is still fresh
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Fraud Investigation

Interview Techniques

Make sure you have all elements of the fraud to validate an
allegation:-

I. People - who committed the fraud?

II. Relationship — what is the connection between people,
Including witness, accomplice and victim?

I1l. Time - when was the fraud committed?
V. Place — where was the fraud committed?
V. Method - how did it happened?

VI. Key — amount of money involved, how it was transacted and
where the evidence was?
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Forensic Accountant’s Skill Set

Organised: ability to see wood for trees

Communicator: present
complex facts

Auditor: vouching documents

Analyst: ability to interpret
figures

Smell Test: able to
sense beyond the facts

Snappy dresser

Professional Skepticism

27
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Fraud Prevention

Develop Corporate Values

—The control environment establishes an ethical framework that

contributes to a collective attitude toward generating reliable financial
statements

—-The control environment is pervasive throughout the organization, and
Is demonstrated in actions as well as words.

Examples of elements of the control environment:

Tone at the Top

Audit Committee Oversight

Internal Audit Involvement

Code of Conduct or Ethics

Hotlines 46% detected from tips

(ACFE RTTN 2008)

Hiring and Promotion Procedures

Investigative Process
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Fraud Prevention

Examine Controls

How to optimize the control effectiveness”?

— Appoint trained finance or accounting personnel to key roles
— Rotate personnel

— Surprise inspections of books and records by auditors

— Regularly review business relationships

— Provide the whistle-blower hotline mechanism to local suppliers and

vendors to report inappropriate business practices
- Increase physical controls

- Lower the monetary thresholds that require approval from

corporate management

- Independent monitor for the company’s procurement process
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Fraud Prevention

Controls Effectiveness

CFEs' Ranking of Controls’ Importance

in Detecting or Limiting Asset

Misappropriations
Control Average Score
| Internal Audit / FE Department | 388
Surprise Audits | 355
| Management Review of IC 1317 CFEs’ Ranking of Controls’ Importance
Mandatory Job Rotation / Vacations | 3.06 in Detecting or Limiting Corruption
Fraud Hotline |208 | Schemes
Rewards for Whistleblowers | 283  Control | Average Score
Audit of ICOFR | 265 | Internal Audit / FE Degartment 383
| Audit of F/S | 253 Fraud Hotline | 3.48
' ' ' Surprise Audits 341 .
| — = CFEs’ Ranking of Controls’ Importance
Management Review of IC [3.14 2 2 B t e
| AR RSO T in Detecting or Limiting Financial
s g Statement Fraud Schemes
Mandatory Job Rotation / Vacati | 287 1 1
Audit of F/S | 2.66 I = gl
f Rewards for Whistieblowers | 4.00
ﬂudl‘[ﬂfiEDFH EEH | AL - Ly =Ll et = S
L - [mtemal Audit / FE Department . 3.8
| Fraud Hotline | an
| Surprize Audits | 3.69
Mandatory Job Rotation / Vacations (317
| Audit of F/S | 203
Management Review of IC | 2.84
| Auit of ICOFR | 268
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Fraud Prevention

Monitor Controls

— Assessment of the design and effectiveness of existing antifraud

programs and controls

— Monitoring the effectiveness of controls through ongoing activities

and/or separate evaluations

- Internal audit activity and evaluations (appropriate level of

activity based on size and complexity of organization)
- Effective audit committee oversight

— Application monitoring controls to flag exceptions
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Case Study

Overview of the Company

One of the world’s largest engineering
electronics companies

Employs in excess of 475,000 people globally
Operations in over 190 countries

In 2006/07 sales of HKD1,440 billion and net
income of HKD54 billion
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Overview of the allegations

Various allegations reported in the press - the scandal
first became public when German prosecutors
conducted a dawn raid on the homes of six senior
executives

The specific allegations centred around the use of
"Business Consultants” (BCs)

BCs were used to funnel funds to shell companies and
route commission payments to government officials

"An isolated criminal enterprise or a wider
culture of corruption?”
Sydney Morning Herald 23 December 2006

920309 Deolstie & Touche Fivarciel Acvisory Saruceas Limited | Private and Confidential



34

Investigation

()

Overview of Deloitte’s investigation

The company’s global operations were now being intensely
scrutinised by various agencies including the US
Department of Justice

Deloitte continued to investigate the known allegations whilst
examining the company’s operations in specific high risk
countries

Deloitte performed a comprehensive examination of the
company’s books & records, which involved over 400 staff
globally and in excess of 10 terabytes of data

Investigative work remains ongoing today
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What Deloitte uncovered

Institutional and accepted practices - money was
paid via intermediaries to secure business

A sophisticated system in place to facilitate bribes

A sales sub culture that pushed people to "win at all
costs”

Management who turned a blind eye to unethical
behaviour

"Prosecutors have revealed how bribery was rife
..« With executives hiding the expenditure under
innocuous descriptions in the corporate accounts”
German Press Agency September 2008

35 920309 Deolstie & Touche Fivarciel Acvisory Saruceas Limited | Private and Confidential



36

Consequences for the Company

Investigations by the US Department of Justice,
German Department of Justice and Deloitte

Fines and confiscation of profits made on corrupt
transactions

Potential ban on bidding for public contracts

Loss of credibility in the marketplace

Increased staff turnover, loss of corporate
knowledge and a reduced productivity
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Case Study (2)

Case background

e Anonymous letter alleged a PRC healthcare products producer has
created fictitious sales in order to meet the listing requirement

e The sales model of the company is simple, it relies on 10
distributors to sell its products all over China

e The distributors operate over 300 POS in China to promote and
sell the healthcare products

e \We have been told that the distributors operate independently and
therefore it is impossible for us to examine these distributors’
business and accounting records
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Case Study (2)

Investigation

e Request has been made to examine the accounting records of the
producer but we was advised that all the records “had just been
taken by the Tax Bureau and no idea when they would be
returned”

e No direct evidence to support the allegation of fictitious sales after
iInvestigation

e However, the integrity of the producer is seriously in doubt after
considering all the business intelligence gathered

e Enquiries unveil that several major distributors are actually
operated by the wife of the producer. His wife was also involved
in several fraud cases investigated by the US SEC in 90’s
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